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Emerging 

Technologies

Threats of 

Generative AI

Understand & leverage 

emerging technologies
Understand Threats

The “What”
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• Generative AI refers to a type of artificial intelligence that is capable of creating 
new data based on the patterns it has learned from massive amounts of existing 
data

• These AI models can generate content in various forms, such as text, images, 
music, or video, by learning the underlying structure or rules from training data 
and then producing new content that follows these rules

• Generative AI systems use generative models such as large language models to 
produce data based on the training data set that was used to create them

• Human-like interaction with data, only as good as the research question you ask

What is generative AI?



4

Text Implementations

OpenAI GPT-5 

Claude 4.5

Gemini 2.5 Pro

DeepSeek

More..more…more…

Image Implementations

Nano Banana

Flux 2

Qwen3-Omni

Mango

More..more…more…

Video Implementations

Runway Gen-4.5

Google Veo 3

Sora 2

Descript

More..more…more…

Audio Implementations

XTTS-v2

Orpheus TTS

CosyVoice2

Fish Speech V1.5

More..more…more…

Implementations
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Making Decisions for you

• Lack of context awareness for the surrounding issue

• Hallucination issues 

• The ART of intelligence: Accuracy, Reliability, Timeliness

Humans are more important now than ever!

Where it can´t help today
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UPSTREAM

DOWNSTREAM

PROCESS

• Decision makers

• Analysts / Investigators

• Collection
• Processing
• Analysis
• Dissemination

Low hanging fruit
• Rapid collection
• Data processing
• Quick pattern analysis
• Hypothesis generation
• Large amounts of content
• Reporting

TIME

Where it can help today
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Lowering barriers to entry for interrogating complex 
datasets with natural questioning

Co-piloting workflows
• collection
• processing
• analysis
• reporting & dissemination

Impact on Intelligence Cycle 
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Lowering Barriers

Previous Approach

Analyst

Asks a human question

Data Scientist

Data scientist/processor 
organizes and formats 
data to derive meaning

Datasets Offline 
& Online

Provides answers
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Lowering Barriers

Gen AI Approach

Analyst
Asks a human question

Data Scientist

Datasets Offline 
& Online

Provides answers

LLMs

Good prompts are key!
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Direction

Context Constraints

Chunking

Chain-of-
thought

Formatting

What are you trying to achieve?

• Who should it act 
as? Role-play

• Give perspective

• Have it focus by 
narrowing your 
requirements

Break into smaller parts & thinking steps

• Follow through with 
additional questions 
& interaction

• Specify how you 
want the 
information returned

Prompting Basics
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Bad Prompt

Why is it bad?
• No direction
• No constraints
• No formatting
• No context
• No chunking

Result:
• Generated 58 lines of code
• Gave some consideration for steps
• Didn’t work

Let´s build!
Tool to monitor RSS feeds related to Israel-Hamas war
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Good Prompt + Few-Shot:

It’s getting ready to think

Few-shot

Chunking

Let´s build!
Tool to monitor RSS feeds related to Israel-Hamas war
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Result:
• Generated 218 lines of 

code
• Found relevant example 

feeds
• Took 5 minutes total
• Solved an OSINT task

Let´s build!
Tool to monitor RSS feeds related to Israel-Hamas war

Direction
Context
Constraints
Formatting
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• Give it context & constraints

• Use chain-of-thought sequencing

• It is only as good as the question you ask. Frame 
your research/intelligence question appropriately

• Practice…

Prompting Tips…

Ask questions in a human like, conversational manner!
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Bad-Actor GPTs

• Unlimited character support

• Chat memory retention

• Code formatting

• Generate  advanced phishing emails

• Launch BEC attacks

• Similar to WormGPT

• Written in python • Write malicious code

• Create undetectable malware

• Find non-VBV bins

• Create phishing pages

• Create hacking tools

• Find groups, sites, markets

• Write scam pages/letters

• Find leaks, vulnerabilities

• Learn to code/hack
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Reference Image

Deep Fake Deep Fake

Comments:
• Beard was increased to match reference image
• Black/White reference image was entirely viable 

for the deep-fake swap
• Minor facial structure changes but low-quality

Comments:
• Glasses were auto-imposed on the deep-fake, they are 

synthetic and not real-glasses
• Slightly improved facial structure with enhanced 

reference image
• Lower quality reference image had little impact

Comments:
• 99% facial recognition match from the 2nd deep-fake 

swap to the 1st reference image
• Considerable risk for using automated FR technology 

when conducting online/virtual based detections as a 
means of verifying an identity

Amazon Facial Recognition

Reference Image

These deepfakes were created with permission & for educational purposes only

RISK
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Researchers at Abu Dhabi's Mohamed bin Zayed University 
of Artificial Intelligence (MBZUAI) say they have developed 
technology that can imitate someone’s handwriting based 
on just a few paragraphs of written material.

https://mbzuai.ac.ae/news/transformers-of-the-handwritten-word/
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• AI assists analyst in decision making, 
not making the decision

• How we interact with information is 
key

• Verify & validate…analysts are more 
important now than ever!

• There is bad with every good – stay 
alert!!!

Summary



Thank You!
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