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IS THIS SIMILAR TO YOUR SITUATION?
Your Role Digital Forensics Investigator / OSINT Analyst / Threat Intelligence Specialist

Enterprise, Law Enforcement, Government

Critical Business 
Issue

Unable to extract actionable intelligence from messaging platforms within operational timeframes while 
maintaining OPSEC and evidential integrity.

Current State 
Problems

• Messaging platforms (Telegram, WhatsApp, Signal) contain critical intelligence but lack forensic 
acquisition tools

• Manual collection is time-consuming, error-prone, and compromises operational security

• Collected data sits in silos - OSINT context separated from digital forensics analysis

• No automated validation of collected data authenticity

• AI models for analysis require cloud services, creating data sovereignty concerns

• Traditional DF tools don't understand messaging platform structures (threads, forwards, reactions)

What You Need An integrated DFINT methodology that combines OSINT collection, AI-powered validation, and forensic 
analysis while maintaining OPSEC and data sovereignty

The Value Transform 2-week manual investigations into 2-day automated workflows. Validate intelligence authenticity 
in minutes, not hours. Maintain complete operational security throughout.





THE DFINT 
METHODOLOGY

DIGITAL FORENSICS INTELLIGENCE



WHY 
OSINT 

MATTERS 
FOR 

DFINT

The Challenge 
Digital Forensics Intelligence 

investigations require 
comprehensive data from 

multiple sources - but 
connecting disparate evidence 

while maintaining integrity is 
complex and time-consuming

Data Silos
Evidence scattered across mobile 

phones, cloud repositories, 
mailboxes, computers, and Deep 

Web sources

Integrity Risks
Maintaining proper Chain of 
Custody (CoC), indexing, and 
linking artifacts while 
guaranteeing data integrity

Integration Challenges
Disrupted platforms and tools 

that don't communicate with 
each other

Process Complexity
Difficult data enrichment 
requiring acquisition, scraping, 
parsing, and interpretation

Technical Barriers
AI-driven analysis and link 
analysis across heterogeneous 
data sources
Why OSINT Matters for DFINT
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OSINT IS CRUCIAL FOR DFINT
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DIGITAL FORENSIC INTELLIGENCE
Digital forensic intelligence: Data subsets and 
Open-Source Intelligence (DFINT+OSINT): A 
timely and cohesive mix

• The paper presents a framework for entity 
identification and open-source information 
cohesion to add value to data holdings from 
digital forensic data subsets. 

• The benefits of applying the process to achieve 
understanding of digital forensic data in a 
timely manner locating additional information 
relating to the entities contained within the 
digital forensic data subsets, which led to 
adding intelligence value relating to the entities
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THE DFINT FRAMEWORK
Digital Forensics INTelligence combines forensic collection with OSINT enrichment for complete intelligence production.

01

IDENTIFY

Target data sources: Telegram groups, 

channels, users

OPSEC: Never use real identity or 

infrastructure

02

COLLECT

Automated collection via scripts like 

TGSpyder or Telepathy

OPSEC: VPNs, burner accounts, isolated 

environments

03

VALIDATE

AI-powered validation using local LLMs

OPSEC: No cloud services—complete data 

sovereignty

04

ANALYZE

Nuix Neo for forensic processing

OPSEC: Encrypted storage, air-gapped analysis

05

ENRICH

Combine DF findings with OSINT context

OPSEC: Secure deletion of temporary files
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OPSEC PRINCIPLES
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FIVE PILLARS OF 
OPERATIONAL 
SECURITY 
(OPSEC) FOR 
DIGITAL 
INVESTIGATIONS.

Infrastructure 

Isolation

Dedicated VMs, burner 

phones, separate 

networks. Assume 

everything is monitored.

Data 

Handling

Encrypted storage, air-

gapped analysis, secure 

deletion.

Identity

Protection

Burner accounts with 

plausible personas. 

Consistent across 

platforms.

Network 

Security

Chained VPNs, Tor for 

high-risk cases. Never 

connect from 

home/office IP.

Behavioral

OPSEC

Passive collection 

preferred. Monitor for 

counter-surveillance.



PRACTICAL 
DEMONSTRATION

TELEGRAM INVESTIGATION
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TELEGRAM 
DATASPHERE

Telegram has 

1 billion 
monthly active users (MAU) 

500 million 
daily active users (DAU)

Globally, 15 million people have 

subscribed to Telegram Premium.

12 BILLION

Messages per 
day

TOP-5

Downloaded 
apps worldwide

$13.6M

Global In-App 
Revenue

On average 3 hours and 45 minutes spent on the 
application every month
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WHY ARE WE 
FOCUSING ON 
TELEGRAM?
Mainly for three reasons:

1. Worldwide availability

2. Content

3. Disinformation campaigns
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OPSEC & 
TG API
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• Always perform OPSEC

• Disposable virtual mobile number

• VPN for TG access

• API creation

• TG “Privacy and Security” settings 
configuration
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 M&MS: 
MOVIES & 
MEMES

Why was this group selected?

• No nudity, gore or racism

• No douchebaggery…

• No TV spoilers until 48 hours

• No private message without 
permission in group

• https://t.me/+oA9JaZKszX45YjRh



Copyright ©2025 Nuix. All rights reserved.17

TGSPYDER
TGSpyder is an Open-Source Telegram 
OSINT CLI Tool by Darksight Analytics

• Scrape members list from both public 
and private groups to CSV

• Scrape chat messages from both 
public and private groups to CSV

• Extract t.me invite links from chat 
history (public and private groups)

• Look up a Telegram user by 
username or (limited) numeric ID

• Identify sticker pack creator 
ID (inferred via sticker set ID)
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DEMO: COLLECTION WITH TGSPYDER



Respond to the following questions: 

1. What is this chat about? 

2. When did the first and last messages were sent 
it and who did send them?

3. Who is the most active users?

4. How many users have been identified? 

5. Complete a sentiment analysis of the chat and 
provide examples of negative comments

6. Is there any mention of illegal activity?
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DEMO: WHAT DO WE WANT TO KNOW?
Context Prompt
Act as an OSINT Investigator and 
analyzed the following Telegram 
Chat. 







THE DFINT 
ADVANTAGE

TELEGRAM INVESTIGATION



PYTHON SCRIPT 
SCRAPING DATA FROM 
TELEGRAM CHANNELS/GROUPS

NLI Builder 
INTERPRETING THE 
CSV/JSON FILE INTO 
CHAT

AI
UNDERSTAND 
TOPICS AND EMOTIONS

DATA READY
REVIEW, ANALYSIS
AND ACTION

THE IDEA…FROM TELEGRAM CHATS TO AI. 
ADDING CONTENT INTO THE MYST











THE DFINT ADVANTAGE
Manual data transfer between tools Automated workflow

Limited messaging platform support Native Telegram/WhatsApp/Signal support

No validation of collected data AI-powered authenticity verification

Forensic integrity compromised Complete chain of custody

2-week investigation timeline 48-hour turnaround

Data Sovereignty

Local AI processing, no cloud services, BYO AI 

integration

Forensic Integrity

Chain of custody, hash verification, audit trails

OSINT + DF Integration

Unified workflow, enriched evidence, single 

source of truth.

Native Platform Support

Telegram/WhatsApp/Signal structures, preserved threads and reactions

AI-Powered Validation

Authenticity scoring, deepfake detection, coordinated behavior ID
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