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Oxygen Remote Exploreg

Empower investigations with your business in mind.

Maximize productivity and accelerate resolution.
Incident response. Corporate investigation. eDiscovery.

Our solution is crafted specifically for the needs of enterprises,
organizations, law firms, and service providers

Find critical evidence quickly and completely with:

» Targeted collections. * Mobile and loT devices.

* Remote or onsite collections. » Powerful search and analytic tools.

* Task scheduling for automatic * All tools included at no extra cost.
collections.

* 98% satisfaction-rated support.

* Cloud services. . -
» Superior training.

 Remote workstations.

Who we are

We are a privately held U.S.-based company of practitioners, from the CEO on down,
who design and build tools for corporations, enterprises, law firms, service providers,
law enforcement, and government agencies in more than 150 countries.

Customer story

One of the things I like about Oxygen Forensics is its versatility on a more
enterprise-level scale. It allows us to collect data from any part of the country
and be able to deploy Oxygen Forensics however we may need to use it.

Rene Novoa, VP of Forensics at HaystackID



Oxygen
Ccﬂ Remote Explorer

Empower, maximize, and streamline
your incident response, corporate
investigations, and eDiscovery.

Incident response

Empower incident investigations of malware, ransomware,
social engineering attacks, and IP theft.

» Quickly collect Windows registry and log files, email data, web artifacts, capture volatile
memory (RAM), and analyze forensic disk image files.

» Scan extracted files for malware to detect the presence of potential threats.

+ Build a timeline of events, use keyword searches to identify the root cause, and
reconstruct a series of events prior to, during, and after the incident.

» Generate a concise forensic report of collected data.

Corporate investigations

Maximize investigations of workplace harassment, fraud, industrial
espionage, data leakage, and other employee misconduct cases.

» Extract email and social media communications from computers, cloud accounts,
and corporate mobile devices.

» Collect user activity artifacts from computers to reconstruct a device usage history.
» Visualize collected evidence with Timeline and Social Graph analytical tools.

eDiscovery

Streamline civil litigation cases using forensically sound and advanced
acquisition methods for civil litigation cases.

« Selectively collect electronically stored information (ESI) from various digital sources.

- Leverage analytical tools (keyword lists, filters, Al) to speed up the review process of
massive data sets.

» Create reports that are highly customizable including a single device, several devices,
several sections, or selected records.

« Export into 10 different file formats: Relativity Short Message Format (RSMF), CloudNine,
DISCO, Reveal, Concordance, generic Load File, PDF, RTF, XLS, XML.
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Reduce investigation costs with
versatile remote data collection
and advanced analytics tools.

Maximize productivity conducting various investigations in one
single platform.

Improve collection from computers, cloud services, and mobile devices, onsite or remote.

Improve access with remote endpoint collection.

Collect data from any location including Windows, macQOS, and Linux-based endpoints as
well as Android and Apple iOS devices.

Expand visibility with merged cloud and mobile data extraction.

+ Collect communications, documents, and other data from a variety of enterprise cloud
services and mobile devices.

* Merge cloud and computer collections to see a full picture of the event.

Speed investigations with targeted and simultaneous collections.

Collect documents, downloaded data, and files with a specific extension within
a specified time frame.

Save time with scheduled and automatic collections.
Schedule regular and automatic data collections.

Leverage powerful built-in analytics.

Build a timeline of events.

* Leverage Al-powered analytics to run OCR on documents and screenshots.

* Recognize and transcribe speech from audio and video files.

« Automatically categorize collected images.

» Use keywords, RegEx, and other types of searches to quickly find required artifacts.



Boost productivity. Eliminate
employee work interruption.
Save time. Reduce travel.

Agent Management Center

* Maintain steady workflow with setup or remote deployment, provisioning, and control
of agents.

+ Allow target devices to remain in user’s possession for uninterrupted work while the
organization runs its investigation.

Cost-effective never-ending right to use licensing.

Realize long-term cost savings and ease resource planning with perpetual licensing.
Maintain control over your data with a perpetual licensing model.

Expand your knowledge with customer-centric training
and support.

Benefit from 98% satisfaction-rated technical support and superior training.
Learn from our client-first, highly responsive team with full access to on-demand education.

Our mission

Bring innovation, solutions, and visibility to digital evidence to bring insight
and truth to data.

Our vision

Revolutionize digital forensics and incident response by empowering people,
organizations, and businesses through innovative solutions that enhance
efficiency and transform the way we work and collaborate.

Contact Us.

oxygenforensics.com 909 N. Washington Street
Suite #300

sales@oxygenforensics.com Alexandria, VA 22314 OXYGE N

+1703-888-2327 USA. FORENSICS




