SEARCHLIGHT
CYBER

STOP CYBERATTACKS
EARLIER WITH DARK WEB
INTELLIGENCE

PROPRIETARY DARK WEB
TECHNOLOGY:

Gain visibility into inaccessible sources
and dark web traffic to and from a
network, with access to more than a
decade of indexed historical data.

INTUITIVE USER INTERFACE:

Our agentless deployment is designed
for Government and LEA, allowing for
efficient onboarding of personnel.

DARK WEB VIRTUAL MACHINE:

Our on-demand virtual machine is the
secure and simple solution for cyber
professionals to access the dark web.
Threat hunters can effortlessly access
the dark web directly from their browser,
safe in the knowledge that their identity
is protected and malware can’t jump to
your organization’s live network.

SECURE REPLICA OF
THE DARK WEB:

Our advanced technology enables
cyber investigation teams to conduct
safe and secure investigations of live
sites, without any need for direct
engagement with the live sites.

OUR PRIMARY CODES

DUNS Number: 118183761

CAGE Code: 93A39

SIC CODE: 7371

NAICS Codes: 541512, 541519,
541611, 541990,
541511, 513210

Founded in 2017, Searchlight Cyber is a company that specializes in
dark web threat intelligence. We provide award-winning dark web
investigation and monitoring products to assist US and NATO
governments, public sector and law enforcement agencies, and
commercial enterprises across the globe with identifying criminal
activities and preventing cyberattacks.

With Searchlight Cyber, you get instant visibility into emerging threats
through our dark web monitoring tool, DarklQ, powered by our
automated data collection, analysis, and alerting. Cyber teams can
also hunt down threat actors, investigate ransomware groups, or
illuminate cyber TTPs using our dark web investigation tool, Cerberus.

PROPRIETARY VM & DARK WEB TRAFFIC TECHNOLOGY

Unlock our secure and on-demand dark web virtual machine (VM)
and gain visibility into Tor traffic to and from your network.

UNRIVALED DARK WEB DATASET

Our automated data collection gives you access to more than 15
years of live and archived data in our dark web data lake.

@ INVESTIGATOR TIME-SAVING PLATFORM & SERVICE

Using advanced Al and analytics, Searchlight automatically
monitors for threat actors & groups targeting your organization.
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We gather our data from different sources on the deep and dark web,
including underground forums, marketplaces, and encrypted chats in
accordance with US, UK, and European laws. Our team of threat
intelligence experts have extensive experience in law enforcement,
cybercrime, and the military. Additionally, we use advanced Al web
data collection methods to scrape and process large amounts of data
quickly and efficiently - extracting context-rich insights from the data
for use by investigators and security teams.

By partnering with us, you’ll unlock access to previously unobtainable
live activity and over 15 years of archived dark web data.

SEARCHLIGHT CYBER IS COMMITTED TO THE HIGHEST
STANDARDS OF RISK MANAGEMENT
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GAIN THE TACTICAL ADVANTAGE A7
ADVERSARIES USING THE DARK WEB THINK YOU CAN'T SEE THEM.
WITH SEARCHLIGHT CYBER, YOU CAN.

Our cloud-based Cyber Threat Intelligence (CTI)

platform, developed in collaboration with national CERBERUS: DARK WEB INVESTIGATION
gO\{ernm.ent 20 enforcement‘ agenc'les, ha.s . Track 850+ live and historic dark web indexed sites
assisted in numerous dark web criminal investigations via our intuitive web platform and dark web data API.

in the US and UK since 2017, effectively stopping
threats and safeguarding society and personnel.

DARKIQ: DARK WEB MONITORING

Spot the early indicators of an attack, including
breached credentials and dark web traffic to and from

"This Dark Web scanner is the one to have! This
your network.

works wonders for our investigation efforts."

INDUSTRY-LEADING TOOLS TO CONDUCT
INVESTIGATIONS ON THE DARK WEB

Identify, gather, and preserve cyber forensics on

Agp) Gartner ransomware, criminal, and threat group activity.
peerinsights..

“Searchlight Cyber makes our SOC team more
efficient in threat hunting and breach investigations.”

Searchlight Cyber gives you an operational advantage over threat actors and criminals,
providing investigators with visibility into previously clandestine dark web sources, including;

LIVE AND HISTORIC INTEL ON BUYERS, SELLERS, AND
DATA FROM AND GOODS FROM CHATTER ON
dark web sites dark web marketplaces dark web forums

SEARCHLIGHT

FOR MORE INFORMATION CONTACT CYBER

FEDERAL@SLCYBER.IO
SEARCHLIGHT CYBER IS COMMITTED TO THE HIGHEST
USA HEADQUARTERS STANDARDS OF RISK MANAGEMENT
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